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applies them to disclosure determina-
tions. (In some cases more than one ex-
emption may apply to the same docu-
ment.) Information obtained by the De-
partment from any individual or orga-
nization, furnished in reliance on a pro-
vision for confidentiality authorized by 
applicable statute or regulation, will 
not be disclosed, to the extent it can be 
withheld under one of these exemp-
tions. This section does not itself au-
thorize the giving of any pledge of con-
fidentiality by any officer or employee 
of the Department.

§ 5.62 Exemption one: National defense 
and foreign policy. 

We are not required to release 
records that, as provided by FOIA, are 
‘‘(a) specifically authorized under cri-
teria established by an Executive Order 
to be kept secret in the interest of na-
tional defense or foreign policy and (b) 
are in fact properly classified pursuant 
to such Executive Order.’’ Executive 
Order No. 12356 (1982) provides for such 
classification. When the release of cer-
tain records may adversely affect U.S. 
relations with foreign countries, we 
usually consult with officials of those 
countries or officials of the Depart-
ment of State. Also, we may on occa-
sion have in our possession records 
classified by some other agency. We 
may refer your request for such records 
to the agency that classified them and 
notify you that we have done so, as ex-
plained in § 5.23.

§ 5.63 Exemption two: Internal per-
sonnel rules and practices. 

We are not required to release 
records that are ‘‘related solely to the 
internal personnel rules and practices 
of an agency.’’ Under this exemption, 
we may withhold routine internal 
agency practices and procedures. For 
example, we may withhold guard 
schedules and rules governing parking 
facilities or lunch periods. Also under 
this exemption, we may withhold inter-
nal records whose release would help 
some persons circumvent the law or 
agency regulations. For example, we 
ordinarily do not disclose manuals that 
instruct our investigators or auditors 
how to investigate possible violations 
of law, to the extent that this release 

would help some persons circumvent 
the law.

§ 5.64 Exemption three: Records ex-
empted by other statutes. 

We are not required to release 
records if another statute specifically 
allows us to withhold them. We may 
use another statute to justify with-
holding only if it absolutely prohibits 
disclosure or if it sets forth criteria to 
guide our decision on releasing or iden-
tifies particular types of material to be 
withheld.

§ 5.65 Exemption four: Trade secrets 
and confidential commercial or fi-
nancial information. 

We will withhold trade secrets and 
commercial or financial information 
that is obtained from a person and is 
privileged or confidential. 

(a) Trade secrets. A trade secret is a 
secret, commercially valuable plan, 
formula, process, or device that is used 
for the making, preparing, 
compounding, or processing of trade 
commodities and that can be said to be 
the end product of either innovation or 
substantial effort. There must be a di-
rect relationship between the trade se-
cret and the productive process. 

(b) Commercial or financial informa-
tion. We will not disclose records whose 
information is ‘‘commercial or finan-
cial,’’ is obtained from a person, and is 
‘‘privileged or confidential.’’

(1) Information is ‘‘commercial or fi-
nancial’’ if it relates to businesses, 
commerce, trade, employment, profits, 
or finances (including personal fi-
nances). We interpret this category 
broadly. 

(2) Information is ‘‘obtained from a 
person’’ if HHS or another agency has 
obtained it from someone outside the 
Federal Government or from someone 
within the Government who has a com-
mercial or financial interest in the in-
formation. ‘‘Person’’ includes an indi-
vidual, partnership, corporation, asso-
ciation, state or foreign government, 
or other organization. Information is 
not ‘‘obtained from a person’’ if it is 
generated by HHS or another federal 
agency. However, information is ‘‘ob-
tained from a person’’ if it is provided 
by someone, including but not limited 
to an agency employee, who retains a 
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